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LLMs enhance planning with all its timelines, options, risks etc. They also support the 

connection to real world equipment.

LLMs in industrial automation

− LLMs assist human to manage and supervise the complex system

o Be a sparring partner for the suggestion of counter measures of root 

cause, risks and threats

− LLMs support the seamless end-to-end integration e.g. for robotics, 

automation, digital twin etc.

o Provide easy access and user interface to digital twins and simulation

− LLMs create and optimize software and control codes

o Manage complex structures of software systems and generate code
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The potential of LLMs can be exemplified based on examples typical for the automation of 

industrial production.

How can LLMs be used in industrial automation?

For instance:

LLMs to assist the reconfiguration of production 

equipment and manufacturing processes

For instance:

LLM to manage changeover i.e. to analyze 

production risks, threats or changing requirements

ERP

MES and ERP

The Digital Twin

Interoperability of 

modular systems 

+

Services Services Services LLM enhanced

LLM enhanced

LLM enhanced

1

3

For instance:

LLM to manage the digital twin and scientific 

simulation2
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LLMs emergent abilities include to follow instructions, sense the environment, make decisions 

and take actions. 

The spectrum of language model capabilities

Comprehension and 

Interpretation

Text understanding

• Multi-lingual domain 

understanding and 

augment knowledge

Instruction following

• Solve complex tasks 

without explicit 

examples 

Autonomous Agent 

interaction

• continually improve 

itself using feedback 

data from interactions

Reasoning to support 

Automation
Self-improvement

Key capabilities of LLMs:
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By starting with broad questions and narrowing down with more specific follow-ups, a deeper 

exploration of a topic is possible. Additional information also helps.

Advanced prompts and chain-of-prompts

How to use an AI-enhanced Digital Twin in industrial automation as per the attached paper?

Realization of AI-enhanced industrial automation systems using 

intelligent Digital Twins  (PDF)

An AI-enhanced Digital Twin (IDT) in industrial automation serves multiple functions:

- Cyber-Physical Integration

- Data Exchange

- Intelligent Operations

- Operational Optimization

- Networking

This approach positions the IDT as a central component in enhancing industrial automation 

efficiency and adaptability.
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What are the key AI techniques that can enhance the mentioned functionality of Cyber-physical 

integration in  digital twins?"

Provide additional 

information in the 

prompt

A chain of prompts 

refers to a sequence 

of related prompts or 

questions that are 

built upon each other.
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LLM retrieves information from an external data source and uses this information to generate 

a precise answer based on private information in the prompt

Retrieval Augmented Generation (RAG)

local 

Information

Context

Information

Indexed 

Knowledge

Database

Large Language

Model

User

Automation of prompting

        Adapt LLMs to assist in a specific task

Indexing private Information

     to understand specific details

Search requestSimilarity Search

RAG: Retrieval Augmented 

Generation is a method to 

manage relevant and 

similar content using 

preferably vector database 

queries to identify and 

retrieve relevant content 

quickly.
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Combination of autonomous capabilities for performing complex tasks

Agentic Systems enhanced with LLM

Interaction with users, 

via conversational 

interface

Agent for User 

Interaction 

responsibility is to gather and 

analyze data related to the 

ongoing tasks

Analyser Agent

autonomously performs 

actions such as creation 

of code

Executor Agent

responsible for creating a 

plan of tasks, allocates 

resources

Planning Agent

provides updates and progress 

reports

Reporter Agent
……
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Example of the Robo-Test FMEA assistance system based on LLM

LLM to analyze risks and Effect
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The LLM is fine-tuned and prompted with an extended indexed database and a few heuristics.

Example: 
PoC for LLMs used in Threat Analysis and Risk Assessment

Project results: IT-

System requirements 

can by automatically 

analyzed based on 

LLM which are 

specifically trained 

based on knowledge 

databases and 

human advisor 

feedback with 

Llama2. 

Source: project result with permission of Vector 

Consulting Services GmbH 
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Our Framework for fine tuning, indexing of existing knowledge and automation of prompt 

processing.

LLMs assisting Human in Supervision and Management

Training

Training

local 

Information

Context

Information

Indexed 

Knowledge

Database

Large Language

Model

User

Fine tuning

e.g. to understand specific jargon                       

Automation of prompting

        Adapt LLMs to assist in a specific task

Indexing private Information

     to understand specific details

Search requestSimilarity Search

LoRA: Low-Rank Adaptation of Large 

Language Models which freezes parts of 

the pre-trained model reducing the 

number of trainable parameters.

RAG: Retrieval Augmented Generation
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The system was ready after indexing (embedding) the local database with documentation 

(>1TB), manually adding heuristics and fine tuning the LLM with abbreviations from the field

Example:
PoC for LLMs used in Threat Analysis and Risk Assessment

Source: project result with kind permission of 

Vector Consulting Services GmbH 

Development Activities

• A sensitive data was integrated into a local 

database in order to create prompts using 

concepts of Retrieval-Augmented Generation 

(RAG)

• A fine tuning of the LLM was done to adapt to the 

language context of IT security using a Low-Rank 

Adaptation (LoRA)

• In various iterations the parameters and 

databases were adjusted. Heuristics were added 

to the database while evaluation of the system
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Focus lies on creating seamless interfaces that connect LLM multi-agent systems with digital 

twins and automation systems. 

General methodology for integrating LLM into industrial 
automation and software systems as an LLM agent

Digital twin system

synchronized

data, control &

simulation

Automation system

perception & execution

High-Fidelity 

Virtual

Representation 

with 

Synchronization 

Knowledge 

Access and

Use Interface
Mediate 

interaction 

between digital 

twin and 

physical world 

LLM agent system

Information

processing

− The integration of an LLM agent system, 

digital twins, and an automation system 

facilitates decision making. 

− LLM agents use their ability to observe, 

reason, and decide to act as the "brain" of 

the system.
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A critical element of the LLM agent is the prompt, which has been designed with key 

specifications to effectively guide the LLM to produce the desired task results 

A prompt template for information processing of LLM agent

LLM

LLM Agent

Prompt

Text in Text out

Info. Info.

• Specification of role and goal

• Current task in information processing pipeline:

    - Input: [dynamic input information in run-time]

    - Output: [dynamic output information in run-time]

The prompt template for specifying 

behavior of stateless GPT-Agent

• Specification of context information for the task

• Specification of instructions for constraining the 

behavior of the agent

• Specification of input-output pattern:
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An LLM agent perform tasks by processing textual inputs thereby providing capabilities of 

interpreting, reasoning and instruction-following to generate outputs. 

From Large Language Model to LLM Agents

Large Language

Model

LLM

LLM Agent

Prompt

Text in Text out

Info Info

LLM LLM Agent
Is part of

• An LLM agent is a software component designed to 

perform specific tasks within a system, aiming to 

achieve a goal through information processing.

LLM Agents System

LLM Agent
Task

LLM Agent

Sub-Task Sub-Task

Outcome

LLM Agents System
constitutes

• An LLM multi-agent system collaboratively aims 

to achieve overarching goals through integrated 

information processing of its agents.



A typical example of mixing “particles” with different densities to have a 

homogenous mixture

A Simulation  Experiment as an Application Example

20© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich



I have 30% heavy balls, 30% normal 

balls, 40% light balls. 

Tell me how I can have a 

homogenous mixture?

I did experiments based on digital twin and simulation

Simulation No. 2 delivers the best result:

You can parametrize the process like this:

1. First add 4 layer light balls, …

Why?

Here are the reasons summarized from the experiments with the digital twin and simulation:

Insight 1 – Ball weight property: Light balls should be placed first because gravity will cause heavier 

balls to sink down during the shaking process.

Insight 2 – Statistics: Based on the history of other experiments, placing heavier balls first yields 

worse results.

Insight 3 – Comparison: Compared to simulation No. 3, heavier balls was placed later in simulation 2, 

resulting in fewer heavy balls reaching the bottom by the end.

Ok, set the parameters like this.

Done.

Example of Interaction

An Experiment as an Application Example

Simulation No. 1:

Parameters: (…)

Result: (…)

Simulation No. 2:

Parameters: (…)

Result: (…)

Simulation No. x:

Parameters: (…)

Result: (…)

Simulation No. 3:

Parameters: (…)

Result: (…)

User

LLM System

21© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich



„How do I get mixture of evenly distributed balls with 40% light balls, 30% 

normal balls, 30% heavy balls based on the simulation?”

An Experiment as an Application Example
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Each automation module is an intelligent agent enhanced by LLM

Modular production facility at the Institute operated by Large-
Language-Model-Agents

● Considered Action for the robotic modules

Skill 1: Transport Workpiece

Skill 2: Leave production area

Skill 3: Charge battery

Skill 1: Paint a pattern

Skill 2: Coat workpiece

…

F1: Position work piece

F2: Move robot arm

F3: Print

…

F1: Move to

F2: Load

F3: Unload

F4: Dock

F5: Undock

…

● Modular Facility

Fine-granular control 

functions for execution
Course-granular skills 

e.g. Production 

with Painting 

Robot

e.g. Transport 

Robot
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For more details on the implementation see our paper and GIT 
repository

09.05.2025
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Interaction between LLM and Digital Twins using prompts to 

impart background knowledge is required to solve the problem 

of planning and executing production. 

Create Action for the Robotic Modules
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The diagram illustrates the interaction between different components of the prototype, from 

task input to operations execution

Multiple Agents and Software Components are implemented to 
realize the system

Operator 

LLM agent

Process control

#1

Operator 

LLM agent

Process control

#2

Operator 

LLM agent

Process control

#3

Manager 

LLM agent

Process planning

User interface

Web-application 

front-end

New

command

Process plan

Digital twin system

Synchronized interaction with physical system (Data & Control)

Physical automation system

Sensory & operation execution

Real-time data

from data pool

Triggering 

event

Monitoring 

information

Control 

interface 

invocation

LLM multi-agent system

control

to microservices 
&

&
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Proof of Concept
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Case studies highlight a systematic approach for developing agentic systems powered by LLM:

● A LLM as an assistant system for risk, threat and quality analysis for modular manufacturing 

processes

● A LLM agent system to interface a digital twin and run a simulation

● A LLM agent system for process planning and programming of autonomous production systems 
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What are the capabilities of Large Language Models (LLMs) in industrial automation for 

automating tasks and improving the efficiency and productivity of applications?

Conclusion
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