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LLMs in industrial automation
LLMs enhance planning with all its timelines, options, risks etc. They also support the

connection to real world equipment.
— LLMs assist human to manage and supervise the complex system

o Be a sparring partner for the suggestion of counter measures of root
cause, risks and threats

— LLMs support the seamless end-to-end integration e.g. for robotics,
automation, digital twin etc.

o Provide easy access and user interface to digital twins and simulation

— LLMs create and optimize software and control codes

o Manage complex structures of software systems and generate code
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How can LLMs be used in industrial automation?

The potential of LLMs can be exemplified based on examples typical for the automation of
industrial production.

For instance:
LLM to manage changeover i.e. to analyze
production risks, threats or changing requirements

LLM enhanced

MES and ERP

For instance:

——— LLM to manage the digital twin and scientific
———————— ' simulation
Services ] Services [ Services LLM enhanced
Digital Twmj LDlgltaI Twmj LDlgltaI Twmj The Digital Twin
—1' S
I@ &y
N —
/Dgtal TwmjLDgta, Tw,,,jLng TwmjLDgtal TwmjLDgt@vmjLng TwmjLDlgltal Twmj LLM enhanced. ' For instance:
, [I S @ ’ Iﬂ Interoperability of . . . ,
= odular systems LLMs to assist the reconfiguration of production

equipment and manufacturing processes
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The spectrum of language model capabilities

LLMs emergent abilities include to follow instructions, sense the environment, make decisions
and take actions.

Comprehension and

) Self-improvement
Interpretation

Key capabilities of LLMSs: Autonomous Agent
interaction

Text understanding

« continually improve
itself using feedback
data from interactions

*  Multi-lingual domain
understanding and
augment knowledge
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-- Example shortened --

Advanced prompts and chain-of-prompts

By starting with broad questions and narrowing down with more specific follow-ups, a deeper

exploration of a topic is possible. Additional information also helps.

ChatGPT v

Realization of Al-enhanced industrial automation systems using
intelligent Digital Twins (PDF)
@ You

How to use an Al-enhanced Digital Twin in industrial automation as per the attached paper?

@ ChatGPT

An Al-enhanced Digital Twin (IDT) in industrial automation serves multiple functions:

- Cyber-Physical Integration
- Data Exchange

- Intelligent Operations

- Operational Optimization
- Networking

This approach positions the IDT as a central component in enhancing industrial automation
efficiency and adaptability.

@ You

What are the key Al techniques that can enhance the mentioned functionality of Cyber-physical
integration in digital twins?"

& ChatGPT

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich
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refers to a sequence
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Retrieval Augmented Generation (RAG)
LLM retrieves information from an external data source and uses this information to generate
a precise answer based on private information in the prompt

RAG: Retrieval Augmented
Generation is a method to

. manage relevant and
Information — .. .
y i<_ — similar content using

= Context
_
Large Language Similarity Searc Search request = preferably vector database
Model e Indexed local queries to identify and
Knowledge Information retrieve relevant content
Database )
quickly.
QO
N\
User
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Agentic Systems enhanced with LLM

Combination of autonomous capabilities for performing complex tasks

: . -. . : :
Analyser Agent Planning Agent Executor Agent
responsibility is to gather and responsible for creating a autonomously performs
analyze data related to the plan of tasks, allocates actions such as creation
ongoing tasks resources of code
-_ . : .
Agent for User Reporter Agent
Interaction
Interaction .with users, provides updates and progress
via conversational reports
interface
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LLM to analyze risks and Effect

Example of the Robo-Test FMEA assistance system based on LLM

v

%z @

Brake-by-Wire
System

D

| Add New Entry | Auto Complete Failure || Auto Complete Cause

@ FMEA Table

C M @® 127.0.0.1:5000

Item-Function

Driver Interaction

Brake Control Unit

ABS Functionality

ABS Functionality

Pump Pressure

Failure Mode

Failure to activate
brakes

Out-of-range input
signal

Excessive ABS
engagement

ABS fails to
engage

Hydraulic Fluid
Leakage

Effects of Failure

Complete loss of
braking capability

Incorrect braking
response, either
too strong or too
weak

Vehicle braking is
erratic, causing
potential safety
hazard

Loss of directional
control during
braking

Reduced brake
force and potential
system failure

Failure Mode and Effect Analysis

Sev
erity

Auto Complete Action |
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Potential Causes

Driver distraction
or error in
interpreting system
alerts

Misreading by
sensors due to
faulty input data

Flawed ABS signal
interpretation
leading to
overreaction

Fault in the ABS
controller hardware
or software

Seal wear or fitting
corrosion

Occ
urre
nce

Current Controls

Driver awareness
training and
automated alert
systems

Input validation
and sensor error
checks

Verification
routines for ABS
processing logic

Systematic checks
of ABS component
functionality

Visual inspections
and pressure tests

Dete
ctio

RPN

108

144

300

150

108

Recommended
Actions

Upgrade system
alerts and improve
human-machine
interface

Introduce smarter
data filtration and
validation
techniques

Restructure ABS
algorithm to
prevent over-
engagement

Replace or
overhaul defective
ABS components

Upgrade to higher
quality seals and
corrosion-resistant
fittings

Responsible

Human
Factors, User
Interface
Design

Sensor
Technology,
Quality
Assurance

Hardware
Engineering,
Reliability
Testing

Hardware
Engineering,
Reliability
Testing

Mechanical
Engineering,
Maintenance

= o X
% 0 @

New

Actions Taken RPN
Pending TBD
Pending TBD
Pending TBD
Pending TBD
Pending TBD
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Example:
PoC for LLMs used in Threat Analysis and Risk Assessment

The LLM is fine-tuned and prompted with an extended indexed database and a few heuristics.

Threat Analysis and Risk Assessment (TARA) - Example

Threat Attack ; Risk
ltem : " Attack Path o Risk Value
o Scenario Impact Rating : Feasibility o Treatment
Identification |dentification , Analysis Rating Determination Declsion

Project results: IT-
System requirements
can by automatically ReqUaments
analyzed based on
LLM which are
specifically trained
based on knowledge

Il

- >

i

text H .
mandatory description to be mentioned <undesired/ adverse consequence(s)> dus to <non-function/ non- | ' &
o service> caused by compromise of asset(s)! cybersecurit

black: planation

)
Primary  [Asset (optional:| Cybersecurity »
Stakeholder |asset category) |  Property Osrmege Scenario

databases and : B

human advisor “ b e

feedback with e
Llama2. “ Eol M il

vehicle cas ilability of locking function
Avaiabiity | (motor will not moves the bol to a locking posiion) caused by

ston, |0t appicable: no authorization ofkock command implemented, no role
concept reaized

Source: Vector Consulting

Generate Damage Scenarios Determine Impact Rating

Source: project result with permission of Vector VECTOR >
Consulting Services GmbH
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Robo-Terst

LLMs assisting Human in Supervision and Management
Our Framework for fine tuning, indexing of existing knowledge and automation of prompt

processing.

Context

Training

S— Red EE Information — e

: > ="/ P - o]« -

— Large Language Similarity Searc Search request —— —

Training Model Indexed local

Knowledge Information
Database
LoRA: Low-Rank Adaptation of Large O RAG: Retrieval Augmented Generation
Language Models which freezes parts of N :
: User

the pre-trained model reducing the
number of trainable parameters.

y/ o )
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Example:

PoC for LLMs used in Threat Analysis and Risk Assessment

The system was ready after indexing (embedding) the local database with documentation
(>1TB), manually adding heuristics and fine tuning the LLM with abbreviations from the field

Development Activities

« A sensitive data was integrated into a local
database in order to create prompts using
concepts of Retrieval-Augmented Generation
(RAG)

« Afine tuning of the LLM was done to adapt to the
language context of IT security using a Low-Rank
Adaptation (LoRA)

» In various iterations the parameters and
databases were adjusted. Heuristics were added
to the database while evaluation of the system

Evaluation of the system using an industrial example - correctness

Correct / Close / Wrong Generations from the
» The System was tested on a real-world example System

» The following categories were created: Feasibility Rating _ k'

- Correct - The System generated the same

predictions as the security engineer _ l
Impact Rating

- Close - The System generated nearly the same
predictions as the security engineer

- Wrong - The System generated result does
not match at all with the security engineer

Source: project result with kind permission of

Vector Consulting Services GmbH VECTOR >
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General methodology for integrating LLM into industrial
automation and software systems as an LLM agent

Focus lies on creating seamless interfaces that connect LLM multi-agent systems with digital
twins and automation systems.

LLM agent system

e Observe  {&

Information

processing

— The integration of an LLM agent system,
Knowledge i ; ;
Vediate Access and digital twins, and an automation system
interaction Use Interface facilitates decision making.

between digital
twin and

— LLM agents use their ability to observe,
reason, and decide to act as the "brain" of
the system.

physical world

High-Fidelity
Virtual
Representation
with

Automation system Synchronization

perception & execution
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A prompt template for information processing of LLM agent

A critical element of the LLM agent is the prompt, which has been designed with key
specifications to effectively guide the LLM to produce the desired task results

The prompt template for specifying
behavior of stateless GPT-Agent

» Specification of role and goal

» Specification of context information for the task

» Specification of instructions for constraining the
behavior of the agent

Specification of input-output pattern:

Current task in information processing pipeline:
- Input: [dynamic input information in run-time]

EI]- Output: [dynamic output information in run-time]

[T ||

> ]
Textin
A

\_

L
Jeromat |

/ LLM Agent

[T —
Text out|

A
© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich éf) \’: 18
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From Large Language Model to LLM Agents

An LLM agent perform tasks by processing textual inputs thereby providing capabilities of
interpreting, reasoning and instruction-following to generate outputs.

Model

—> Text

/Large Language{;é@

Info LLM

!

k —Next Token / k

/ LLM Agent
Info Task

® ped @ oo —@®
E x layer # Text in Text out
MLP .

Is part of

LLM LLM Agent

Outcome

LLM Agent LLM Agent

ooo
AN

b

constitutes

LLM Agents System

;L )

Y

« An LLM agent is a software component designed to
perform specific tasks within a system, aiming to
achieve a goal through information processing.

Y

 An LLM multi-agent system collaboratively aims
to achieve overarching goals through integrated
information processing of its agents.

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich N 19
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A Simulation Experiment as an Application Example

A typical example of mixing “particles” with different densities to have a
homogenous mixture

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich N
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An Experiment as an Application Example
Example of Interaction

| have 30% heavy balls, 30% norma
balls, 40% light balls
Tell me how | can have a
homogenous mixture?

| did experiments based on digital twin and simulation \
e N N
Simulation No. 1: Simulation No. 2: §
Parameters: (...) Parameters: (...)
Result: (...) Result: (...)
N\ J \_ 0
L
4 N N
® Simulation No. x: Simulation No. 3:
Parameters: (...) Parameters: (...)
P Result: (... Result: (...) I
N\ AN J M
Simulation No. 2 delivers the best result:

1. First add 4 layer light balls, ...

[ Ok, set the parameters like this. Z

] User

( why? —

Here are the reasons summarized from the experiments with the digital twin and simulation:

Insight 1 — Ball weight property: Light balls should be placed first because gravity will cause heavier
balls to sink down during the shaking process.

Insight 2 — Statistics: Based on the history of other experiments, placing heavier balls first yields
worse results.

Insight 3 — Comparison: Compared to simulation No. 3, heavier balls was placed later in simulation 2,
resulting in fewer heavy balls reaching the bottom by the end.

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich N 21
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You can parametrize the process like this: /

Done.




An Experiment as an Application Example

+How do I get mixture of evenly distributed balls with 40% light balls, 30%
normal balls, 30% heavy balls based on the simulation?”

Container Ball Simulation

a4+ B OO

@A @ ranism a s B O & R @ 1ToaLE e+« @O 0O & A O ranism a+ B9 0 @ @ O 1F00nN0
Caontainer Ball Simulation Container Ball Simulation Container Ball Simulation
Shake Cantalner A ROW(S) Shake Container Add Row(s) Shake Contalnes
I T v | v v s — . e - |, 00 (=
LTI S — e o BT T
S S ¢ T Al SRty s T, [ Neomne taii-E ighe bailc) ok oquuly diedhuted. [ Wl v Pl ight bakid . it by et i
P
e (et [oe e o o] [Er e[ =e o)
at bo:
" | e I = (=)
[

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich
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Modular production facility at the Institute operated by Large-
Language-Model-Agents

Each automation module is an intelligent agent enhanced by LLM

e Modular Facility e Considered Action for the robotic modules

Fine-granular control

Course-granular skills functions for execution

e.g. Production Skill 1: Paint a pattern F1: Position work piece

with Painting Skill 2: Coat workpiece F2: M(_)ve robot arm
F3: Print

Robot

Skill 1: Transport Workpiece F1: Move to

e.g. Transport Skill 2: Leave production area F2: Load

Robot Skill 3: Charge battery F3: Unload
F4: Dock

F5: Undock

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich N 24
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For more details on the implementation see our paper and GIT
repository

Module

Transport Robot

Transport Robot

Transport Robot

Transport Robot

Skill

Jtransport_workpiece

Jtransport_workpiece

Jtransport_workpiece

Jtransport_workpiece

Funct-
ionality

./move_dock

Jload

./undock

./move_dock

Module

Transport Robot

Painting Station

Painting Station

Painting Station

Skill

Jtransport_workpiece

Jprint_pattern

Jprint_pattern

Jprint_pattern

Funct-
ionality

J/unload

.position_workpiece

JJrobot_arm_move

Jprint

Towards autonomous system: flexible modular
production system enhanced with large language
model agents

Nasser Jazdi Michacl Weyrich

Institute of Industrial Automation Institute of Industrial Automation Institute of Industrial Automation  Instirute of Industrial Automation
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and Software Engineering and Software Engineering
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University of Stuttgart University of Suutigart
Stuttgart, Germany Stuttgart, Germany

yuchen xia@ias.uni-stuttgart.de ~st175289@stud.uni-stutigartde nasser jazdi@ias uni-stuttgart de michacl weyrich(@ias.uni-stuttgart.de

Abstract — In this paper, we present a novel framework that

control of production processes.
system for a modular production fa
control interfaces of fine-granular
granular skills. Low-level functio
i d high-1
automation modules. Subsequent
developed,  regist these

ies are executed by
1 skills are p by
digital twin system is
rfaces and containing

availability to manage and supervise the complex system is
too luxurious to be true. Traditional production systems
frequently face difficulties in fulfilling these requirements duc
to their inflexible [1], dedicated workflows and restricted
adaptability, as well as the absence of domain-specific
knowledge in reconfiguring the production facility.

To tackle these challenges and requirements, we propose
a novel solution: a large language model (LLM) enhanced
automated modular production system  for  flexible

i about the production system.
Based on the retrofitted automation system and the created
digital twins, LI
information in the digital twins and control the physical system
through service interfaces. These LLM-agents serve as
intelligent agents on different levels within an automation
control of flexible
LLM-agents

orchestrate # sequence of atomic functiona
accomplish the task. We demonstrate how our implemented
prototype can handle un-predefined tasks, plan a production
process, and execute the operations. This research
potential of integrating LLMs into industrial automation
systems in the context of smart factory for more agile, flexible,
and adaptive production processes, while it also underscores the
critical insights and limitations for future work.

Keywords— autonomous system, intelligent agent, GPT,
digital twin, Asset Administration Shell, smart factory
1. INTRODUCTION
Flexible production has emerged as a significant aspect of
modem manufacturing environments in response to changing
market demands and product

Our contribution is to demonstrate how large language
models can be used to achieve a higher level of intelligence in
industrial automation systems, especially in the context of
flexible production scenarios. We present a representative use
case and structure it according to the automation pyramid. By
utilizing state-of-the-art LLMs from the natural language
processing community, we demonstrate how  production
planning and control challenges in flexible production can be
effectively addressed, resulting in more intelligent and
adaptable automation solutions.

Il BACKGROUND

In this scction, we start by discussing why and how
modular production systems can meet the requirements
seamless integration and reconfigurability for flexible
production. Then we emphasize the importance of modular
query and control interfaces to allow the LLM to access
information about the physical production processes and to
adapt the production to changing requirements. Last but not
least, we provide a brief overview of LLMs and the

Manufacturers need to adapt quickly to market ch: dto

reasons why they have the potential to handle

stay competitive. This leads the manufacturer to consider
diversifying their products and providing ~customized
manufacturing services, which requires an agile production
system and efficient management of the complexity of the
production.

However, there are several technical challenges for
deployment of agile and flexible production in reality: First of
all, flexible production requires seamless integration of
diverse technologies solution, e.g., robotics,

ds specific tasks in industrial

planning algorithms etc. Secondly, the production cquipment
and manufacturing processes need 1o be reconfigurable
[1][2], which requires modular processes and systems as well
as reconfigurable machines. Furthermore, automated flexible
production also requires quick changeover [3] after decision-
making to adapt the production against the changing
requirements.  Evenwally, a  highly knowledgeable
workforce in every complicated technology with high

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael Weyrich




Create Action for the Robotic Modules

Interaction between LLM and Digital Twins using prompts to
impart background knowledge is required to solve the problem

of planning and executing production.

The Prompt for an operator agent (a transport robot):

Role and goal: ‘ ]
You are an operator of a transport robot of a production system that performs skill to fulfill a
transportation task. Your goal is to orchestrate the functionalities of this robot to perform a
skill. You should take into account the provided context, instructions, and examples.
Following these, you generate an output of a series of finctionalities and proﬂ'dg the correct
URLs to these functionalities.

+ Therole and goal

+ Context
* Objects description
« Callable skills/functions
* Mapping between RESTful
interface and skills/functions
«  Otherinformation

s The prompt template for stateless GPT-Agent

provide
context
information

( Digital Twin System 1

* |nstruction

« Constraints and instructions

F 3

+ lllustrative examples

(... multiple examples ...)

* Input: [an example of input that the agent gets]
*  Output: [an example of output to be generated]

+ Currenttask:
* Input: [a task]
*  OQutput:

AN

e oot s g
@ = B S @@

Context:

(1) There are several production modules in this production system. and they are storage
module, inspection module, painting module, CNC machine module and laser
machine module.

(2)  The transport robot only transport workpiece between two of the following modules:
inslaelﬁtiou module, painting module, CNC machine module and laser machi
module.

(3)  The transport robot can perform the following skill(s): (T%E) Transport workpiece.
The functionalities of the transport robot are gescribed as following:

€] (move_dock) move the transport robot to the a module and dock it to the module.
This fimctionality is callable with: )
http://129.69.102.129:5010/robotino_7/functionalities/move_dock

(5) gfr?d) take a workpiece from a module and load it to the transport robot. This

ctionality is callable with:
http://129.69.102.129:5010/robotino_7/functionalities/load

(6) i@lﬁload) unload a workpiece from the transport robot and give it to a module. This

ctionality is callable with:
http://129.69.102.129:5010/robotino_7/functionalities/unload

@) (undock) if the transport robot is docked to a module, this functionality should be
called to detach the transport robot from a module. This functionality 1s callable with:
hitp://129.69.102.129:5010/robotino 7/functionalities/imdock

Instructions:
As an operator of this transport robot, please arrange a series of functionalities based on the
mput.
OEly use the functionalities that are given in the context section.
Only use the functionalities that are necessary to carry out the task.
Specify the start module and target module in the explanation.
ve an explanation with short reason in list form.
You should think step-by-step.

1

Interaction

[_1: Information in dynamic
interaction with digital
twin system

F 3

© 2025, Institute for Industrial Automation Technology and Software Engineering, University of Stuttgart, Prof. Dr.-Ing. Dr. h. c. Michael
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[]: Static information

Examples:
1put:
{(T1) transport the workpiece from laser machine module to the CNC machine module to the
E;iutmg module.}

ntput:
é(movc_giock) — (load) — (vmdock) — (move_dock) — (unload)}

xplanation:
l(move dock) Move the transport robot to the laser machine module and dock it to the module:
http://129.69.102.129:5010/robotino7/functionalities'move dock
(load) Take the workpiece from the laser machine module and load it onto the transport robot:
http://129.69.102.129:5010/robotino _7/functionalities/load
(undock) If the transport robot is docked to a module, call this functionality to detach the
transport robot from the painting module: . o
hittp://129.69.102.129:5010/robotine_7/functionalities/robotino _7/functionalitiesimdock
(move_dock) Move the transport robot to the CNC machine module and dock it to the
module: http://129.69.102.129:5010/robotino 7/functionalities/move dock
(unload) Unload the workpiece from the transport robot and give it to the CNC machine
module: http://129.69.102.129: 5010.-"10betino_'?.-’%imctiamdities.-’mﬂoad

C..

Input: {(T1) transport the workpiece from storage module to painting module. }
Output:

The generated output by the agent:

{(move_dock) — (load) — (undock) — (move_dock) — (unload)}

Explanation:

1(1110\{¢ dock) Move the transport robot to the storage module and dock it to the module:
1ttp://129.69.102.129:5010/robotino_7/functionalities/move_dock

I(loa.d:ll Take the workpiece from the Storage module and load it onto the transport robot:
http://129.69.102.129:5010/robotino_7/functionalities/load o

(undock) If the transport robot is docked to a module, call this functionality to detach the
transport robot from the storage module: . o
http://129.69.102.129:5010/robotino_7/functionalities/robotino _7/functionalitiesndock
l(movc dock) Move the transport robot to the painting module and dock it to the module:
http://129.69.102.129:5010/robotino_7/functionalities/move_dock 2

I(un]oa Unload the workpiece from the transport robot and fve it to the painting module:
http://129.69.102.129:5010/robotino7/functionalities/unloa




Multiple Agents and Software Components are implemented to

realize the system
The diagram illustrates the interaction between different components of the prototype, from

task input to operations execution

New
command

User interface = LLM multi-agent system

#1 Operator 32 |

) o Process plan
A We? a|3tpllczlt|0n @ N Manager #2 Operator m |
ron eA” LLM agent ° #3 Operator
LLM agent -

¥¥| Process planning

Process control

Triggering
event _ Control
interface
Y oo _invocationV VV
Real-time data & control —
from data pool & to microservices '
Monitoring

information

Physical automation system

Sensory & operation execution

e
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Proof of Concept

] AAS server connected!

Managed Resources
Active AASs:

* InspectionStation

e TransportRobot

¢ PaintingStation

Production planning with GPT

What problem should | solve?

the customer wants the steel sheet to be inspected. currently, the material is on the transport robot.

Solve this task
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Contents

« Introduction to LLMs from an automation perspective
LLMs for risk analysis in automation
LLMs to manage the digital twin
LLMs for production planning and control

Conclusion
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Conclusion

What are the capabilities of Large Language Models (LLMs) in industrial automation for
automating tasks and improving the efficiency and productivity of applications?

Case studies highlight a systematic approach for developing agentic systems powered by LLM:

e A LLM as an assistant system for risk, threat and quality analysis for modular manufacturing
processes

e A LLM agent system to interface a digital twin and run a simulation

e A LLM agent system for process planning and programming of autonomous production systems
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