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Testing is often considered boring. Wrong! Testing matters for many reasons. Not

only is it the area where most of the money goes across the product life cycle but

new challenges, such as adaptive software, agile deployment, and artificial intelli-
gence (Al)-driven systems, demand novel test technologies. Michael Weyrich, Divith
Bajaj, and I evaluate current technologies for software testing, providing an over-

view of methods and tools, including systematic risk assessment for each test activ-

ity. A case study for testing Al systems provides insight into novel intelligent testing

strategies.—Christof Ebert

SOFTWARE IS CONSUMING the
world—and defects are consuming
the software. While we entrust our
entire society to software, we rarely
think about the underlying quality.
Yet quality, and especially liability,
matters. The number of product
recalls and amount of legal action
due to insufficient software quality
is fast increasing. As software en-
gineers, we, of course, know that
quality must be designed into a
product, not tested. But as human
beings, we also know that defects
happen. There is no way around
systematic verification and valida-
tion (V&V).
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Today, organizations invest more
than one-third of their IT budgets
in quality assurance and testing and
more than half of their life cycle bud-
gets in safety-critical systems!~* for
their processes and products. With
more agility and continuous updates,
the number of testing activities is in-
creasing. It implies, for instance, con-
tinuous verification and continuous
validation, which go way beyond clas-
sic smoke tests. There is a need for au-
tomation through the continuous-X
pipeline and even more so for entirely
novel test schemes, such as cognitive
testing (CT) in autonomous systems.

Why Is Testing So Difficult?
Software-driven risks and problems
are steadily increasing, as we see
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with the fast growth of defects, cy-
bersecurity attacks, and insufficient
usability. Testing must therefore
evolve even faster. At the same time,
we need to prepare on a dual track
for enhanced quality. Test strategies
not only mean finding defects but
also hardening systems for robust-
ness. Corrections and changes must
be deployed in a fluid scheme, reli-
ably over the air. Resilience strate-
gies, such as graceful degradation
and fail-operational scenarios, need
to be designed and deployed.

Systematic continuous V&V is
the call of the day as a result of con-
tinuous integration (CI)/continuous
delivery (CD) processes. Yet, it is are
rarely achieved in practice for the
following reasons:1=3
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e State explosion with continuous
updates and flexible DevOps
distribution prohibit classic
V&V methods, such as func-
tional testing and code coverage.

e The strength of defined soft-
ware processes has eroded
under an agile “no process” at-
titude, as we see in the increas-
ing number of interface and
integration failures.

e Continuous X means that soft-
ware deployed yesterday at a
given quality level will be dated
today, with much lower quality.

e Defects and cybersecurity
vulnerabilities grow with ever-
higher system complexity and
increasing time pressure.

e Cybercrime and attacks are de-
ployed by entire countries and
for-profit organizations, total-
ing more volume than global
drug trafficking.

® Machine learning (ML), artifi-
cial intelligence (AI), and adap-
tive platforms continuously
change underlying software
and thus prohibit traditional
coverage schemes and func-
tional testing.

e The widening gap between
complexity and available com-
petence and capacity means
that an increasing amount of
software is developed by un-
skilled people.

e The traditional quality attitude
is diminishing, with a new gen-
eration of developers that grew
up believing there is an undo
button for every action.

Mitigation is far from trivial, con-
sidering the evolution with highly
distributed services, automatic func-
tions of autonomous systems and in-
creasingly complex interactions with
the real world. This raises many
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There is a need for automation
through the continuous-X pipeline
and even more so for entirely novel
test schemes, such as cognitive
testing in autonomous systems.

questions about the validation of au-
tonomous vehicle systems. With Al
and ML, we need to satisfy algo-
rithmic transparency. For instance,
what are the rules in an obviously
not-anymore-algorithmically tan-
gible neural network to determine
who gets credit or how an auton-
omous vehicle might react when
facing several hazards at the same
time? Classic traceability and re-
gression testing certainly will not
work. Rather, future V&V tools
will include more intelligence based
on big data exploits, business intel-
ligence, and systems’ own learning
to improve software quality in a
dynamic way.’

Systematic testing must take a va-
riety of perspectives,?-35 including
the following:

e What is the specified
functionality?

® Does the system follow the
specification?

e Are all relevant and critical
situations and their correlations
adequately specified?

e What is the intended functional-
ity, and is it safe?

e How do we trace decision mak-
ing and make judgments about
it? How do we supervise this?

e How do we define reliability in
the event of failure?

e What if the intended functional-
ity fails by accident, improper
design, or attacks?

e What negative outcome must be
prohibited in any case?

e What adaptive or learning sub-
system will need which type of
regression testing?

e Which information about soft-
ware updates and ML must be
made available to users?

e How do we identify test end
criteria in continuous develop-
ment cycles?

e What are the minimum viable
test strategies to be executed
during changes, updates, and
learning in Al-based systems?

These questions must be addressed
with the right technology. For legal
reasons, original equipment manu-
facturers must demonstrate that
products are sufficiently tested.

Test Technologies

Testing has shifted from the brute
force and ad hoc approach of previ-
ous decades. Methods such as test-
driven requirements engineering and
test-driven development (TDD) are
used to start testing before design.*
A good basis for achieving software
quality is the ISO/International
Electrotechnical Commission (IEC)
12207 standard and its software
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Software-driven risks and problems
are steadily increasing, as we

see with the fast growth of

defects, cybersecurity attacks,

and insufficient usability.

V&V processes.® It uses V-shaped
abstraction, where for each process
on the left (development), there is a
corresponding V&V process on the
right (testing). Based on this, we can
distinguish three areas connected by
traceability, namely, requirements for
design and for validation. ISO/TEC/
IEEE 29119 more precisely specifies
various software test activities.” Fig-
ure 1 presents the three areas, often
labeled #riple peaks as a play on the
name of a TV series from last cen-
tury. In this abstraction, the unit
tests verify whether the source code
complies with the low-level design.
The integration tests verify whether

previously tested components fit,
that is, whether they work in an in-
tegrated manner. The system tests
check whether the fully integrated
product meets the specifications.
And finally, the acceptance tests ver-
ify whether the product meets the ex-
pectations of the user or client.

The ISO 25000 series on systems
and software engineering defines
some of the main product quality
characteristics and thus enables mea-
surement and test quality require-
ments> as follows:

o Functional suitability: the
degree to which a product

or system provides functions
that meet stated and implied
needs when used under speci-
fied conditions

Security: the degree to which

a product or system protects
information so that people and
other products and systems have
appropriate data access
Maintainability: the effective-
ness and efficiency with which
a product or system can be
modified for improvement,
correction, and adaptation

to changes in environments
and requirements

Usability: the degree to which
a product or system can be
employed by specified users to
achieve prescribed goals with
effectiveness, efficiency, and
satisfaction

Performance efficiency: the
performance relative to the
number of resources used under
stated conditions.

Table 1 provides an overview of test
activities mapped to methodologies,

Market Needs, Software
Assets, HARA + TARA,
Safety/Security Goals

Component and System
Test, Gray Box
Penetration Test,
Robustness Tests, Fuzzing,

Product Requirements,

Functional Safety/Security

Cognitive Testing, and so on

Functional Test, Interface

Requirements

Component Requirements,
Technical Safety/Security

e

Software/Hardware
e — =

Requirements

(@

(b)

()

Tests, Integration Test

Unit Test,
Static Code Analysis

FIGURE 1. The triple-peak model (vertical tiers) and its different abstractions (horizontal tiers). The (a) requirements, (b) design, and
(c) tests. HARA: hazard assessment and risk analysis; TARA: threat assessment and remediation analysis.
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typical defect types, risks, tools,
and relative effort. The structure is
based on current standardization and
industry practice.?:%>8 We enriched
the entries with our experience
working for three decades in testing
and consulting.

Novel Test Technologies
Testing is at a change point both
in research and practice. Tradi-
tional methods do not suffice for
autonomous systems, which have
issues related to state explosion,
trustworthiness, and safety, and
IT security. Safety of the intended
functionality (or SOTIF as it is
called) examines the approval of
safety-critical autonomous systems.
A regressive validation is a test that,
after changing the control algo-
rithms, performs a new check and
ensures that a function gains more
importance with the referenced
CI/CD pipeline, which frequently
updates software.

We will face future scenar-
ios where software-defined systems

SOFTWARE TECHNOLOGY

Cybercrime and attacks are deployed
by entire countries and for-profit
organizations, totaling more volume
than global drug trafficking.

and maybe whole infrastructures
must not be begun if they do not
include the latest software up-
grades, which themselves must be
thoroughly tested. Safety-critical
systems, such as automotive ve-
hicles, medical devices, aerospace
vehicles, and manufacturing facili-
ties, fall into this category, as they
are increasingly defined by soft-
ware. Even more demanding are de-
vices that directly impact humans,
such as medical instruments, robots,
and other autonomous systems.
They must provide a hierarchi-
cal software assurance and the
means to prove trustworthiness

because there is no room for fail-
ure when people could be injured
and killed.

For efficiency and effectiveness,
there is growing demand to incor-
porate automation through Al and
ML techniques into V&V. While
still relevant, traditional validation
methods are insufficient to fully
test the growing complexity of Al-
based systems. Intelligent validation
techniques will automate complete
testing or certain aspects of it.1:3,5
Validating software becomes even
more complex once Al and ML
algorithms are utilized in learn-
ing control and technical systems.

Cognitive Testing — Method

1) Learning

Hi, | am
Robo Driver.

Analogy: Driving Examiner

1) Learning

Eliciting Rules, Heuristics, and so on in an
Infinite State Space, Building and Maintaining
the Ontology, and Clustering to Scenarios and
Learning From Testing to Improve

2) Modeling
Risk-Based Development of Appropriate Test
Cases for Each Selected Scenario Based on
Its Severity and Frequency Probability

3) Selecting
Identifying Appropriate Scenarios and Test Cases,
Depending on the Test Strategy,
e.g., the Regression Scope and the System
Versus Its Components

4) Testing
Execute Minimum Viable Set of Scenarios and
Test Cases to Check System Behaviors, Evaluate
Results With KPIs, and Decide on Release

Hi, | am Robo
Tester, and | will
test you now.

Identify Necessary Set of Rules
to Comprehensively Test
Relevant Situations

2) Modeling
Develop the Combination of
Tests to Check Expected
Cognitive Behavior

3) Selecting

Choose a Specific Set of
Scenarios and Test Cases
to Run the Exam

4) Testing
Execute Driving Exam by
Evaluating Cognitive Behaviors
of Driver

FIGURE 2. Cognitive Testing method in analogy to a driving examiner. KPI: key performance indicator.
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This validation includes the follow-
ing types:

* requirements-based testing
¢ ontology-based testing
e CT.

As an example of emerging Al-
based testing let us briefly look to
CT, which combines classic func-
tional coverage derived from re-
quirements with heuristics and
learning. Figure 2 provides a case
study for the CT of an autonomous
vehicle. The Al-driven method
eliminates potential errors associ-
ated with manual derivations since
humans may fail to identify and
think about certain scenarios. Using
heuristics and automatic corner case
identification eliminates the enor-
mous amount of time that needs to
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com/christofebert or christof.ebert@vector.com.
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be invested to derive test cases for
brute force validation.’

Truly transparent validation meth-
ods and processes for testing assume
the utmost relevance and will be chal-
lenged by technology’s step-by-step
progress toward autonomous behav-
ior. Although relevant, traditional
validation methods are inadequate
to completely test the growing com-
plexity of autonomous cars. ML with
situational adaptations and software
updates and upgrades demands novel
regression strategies.

esting matters—for all of
us. It is not a separate activity
after development but an
integral part, from requirements en-
gineering onward. The relevance of
testing and the need for novel test

methods is increasingly understood
by most developers and responsi-
ble companies. This means that we
must continuously learn about V&V
approaches, that we orchestrate test
tools within our application life cycle
management/product life cycle man-
agement pipelines, and that we posi-
tion V&V processes in our systems
engineering, design, and related ac-
tivities. Gone are the days of throw-
ing code over the fence to testers.
Gone also are the remote V&V teams
and their ping-pong with defects and
open issues. Testing is no longer a
low-priority activity to be outsourced.
It is central to software development
but with high automation.

Legal exposure, in particular, is
driving more orchestrated and sys-
tematic testing. Selecting the right
test strategy, method, and technol-
ogy depends on many factors. Ev-
ery organization needs to tailor its
methodology and development envi-
ronment. While technology is often
associated with tools, software orga-
nizations must first build the neces-
sary V&V competences. Too often,
we see complex tool chains but no
tangible test strategy and systematic
processes. The following questions
must be answered:

e What are your release criteria
other than time?

e What is your regression
strategy, and how do you deter-
mine the necessary regression
test cases?

e How do you systematically test
for critical corner and feature
correlations?

¢ How do you measure the
quality of your software and
improve it?

To reduce human risks, software-
defined systems must increasingly
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be capable of automatically detect-
ing their own defects and failure
points. Testing needs experienced
practitioners with the right tool
chain. A tool is necessary but not
sufficient, as we learn from an anec-
dote about a hunter. One day, when
a hunter arrived with his advanced
technology, perhaps a bow and ar-
row or a gun, a tiger cub was very
afraid. However, the tigress taught
her cub how to sneak and attack.
The hunter was never heard from
again—which proves that tools are
fine but that they will never replace
the right process. @
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