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Abstract— The concept of cyber-physical systems introduces
new technologies that enable new kinds of functionalities. At the
same time, these technologies also pose new requirements for the
reliability calculation of such systems. Runtime data of the system
can be made available worldwide through the networking of
components. This offers the possibility to use that data for a more
accurate dynamic reliability calculation. Another aspect to
consider in reliability calculation of CPS is that the system
structure is not yet known at the time of system development and
is likely to change frequently over time. This paper presents a
multi-agent-based assistance concept for dynamic reliability
calculation of cyber-physical systems. The failure rate which is
usually assumed to be constant, is divided into time-dependent
partial failure rates which are calculated dynamically by the
agents. To perform this calculation, the agents gather relevant
information from various sources and collaborate with each other.
The paper also shows the influence of dynamic factors on the
reliability of a system using a software prototype.
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I. INTRODUCTION

Automated systems permeate our everyday lives, and can be
found in all sorts of devices. The development from simple
devices to "smart devices" has long been in full swing. For
example, while first simple mobile phones could only make
phone calls and send text messages, a smartphone nowadays can
be used to surf the internet and to perform various actions for
which a computer was previously needed. Through cloud
computing and the entry of the internet into industrial
production, task distribution no longer works via a central
control unit, but decentrally via "autonomous, powerful
microcomputers" which communicate wirelessly or via the
internet. At this point, the physical world and the virtual world
are moving closer together. At the intersection of these two
worlds “cyber-physical systems” (CPS) are located. Some of the
aspects covered by CPS in production are: intelligent machines,
storage systems from equipment to logistics, marketing and
production per se [1].

CPS consist of hardware and software units that contain
various sensors and actuators and can also process and store data
or communicate via networks. Data and services can be used
worldwide. In addition, a human machine interface is provided.
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As a result, traditional controllers, such as programmable logic
controllers, can be replaced [2].

These changes and capabilities enable new approaches
towards automation such as distributed and dynamic production.
Automation units become service providers in the production
network and customers can create their own solution using these
services, which are optimized in terms of time, reliability, costs,
etc. Constant monitoring of production resources worldwide has
become possible which enables to react quickly and efficiently
on market changes. There are completely new possibilities for
diagnosis and maintenance. On the other hand, these changes
bring about new challenges. In automation technology, specific
constraints such as real-time requirements, scarce computing
power and resources play an essential role and make these
systems special cases. We need new approaches and concepts
for calculating the reliability, testing, diagnostics, maintenance
and control of these applications.

The constant availability of data from individual automation
components paired with cloud computing and cyber
technologies enables new approaches to the dynamic calculation
of reliability. This makes the individualized maintenance of
automated systems possible and recall actions can be reduced or
even prevented. The paradigm of multi agent systems can be
applied to gather reliability-relevant data and for calculating the
reliability of CPS dynamically. Through agent collaboration, the
dynamic influence parameters on the reliability of the overall
system can be determined at runtime of the system.

The rest of the paper is structured as follows: Section II
describes the status quo of reliability calculation and explains
why assistance in dynamic reliability calculation is needed.
Subsequently, applications of agents in assistance systems are
reviewed in Section III. Section I'V presents the approach for the
dynamic reliability calculation and the concept of a multi agent
system architecture for that purpose. To visualize the effects of
dynamic influence parameters on reliability, the results of a
simulated scenario are shown in Section V. Finally, in Section
VI the paper closes with conclusions and an outlook on future
work.

II. RELIABILITY CALCULATION -STATUS QUO-

Reliability is the probability that a system fulfils the required
specified function within a certain time interval, and under
permissible operating conditions [3]. Measures in reliability



engineering serve to prevent errors or failures. These measures
are implemented in order to maintain profitability and to meet
warranty periods [4]. Reliability is influenced by factors such as
increased system complexity, greater functionality, increased
customer demands, increasing product liability etc. Basically,
there are two types of methods to calculate the reliability of a
system. If the empirical data on the failures of the system to be
considered is available, it is possible to calculate the failure rate
empirically and then derive the reliability R(?) from it. Usually,
the failure rate is considered as constant, which may not be
accurate when it comes to dynamic systems like CPS. However,
this method can only be used in systems which are not very
complex. For larger systems, the proof of reliability - with regard
to dangerous states - can be carried out analytically [4] [5]. Thus,
assistance is needed in this process.

In the following, this article describes an assistance system
for the dynamic reliability calculation, taking different
influential factors into account. The assistance system consists
of two parts: the agent-based part, which encapsulates the
functionality of the calculation algorithms, and realizes the
communication between subsystems and data acquisition, as
well as the actual reliability calculation.

III. APPLICATION OF THE AGENT PARADIGM FOR THE
REALISATION OF ASSISTANCE SYSTEMS

The software agent paradigm has been researched and
developed since the 1990s in a variety of different disciplines.
Numerous applications of multi agent systems in the field of
industrial automation have emerged, which are used at all stages
of the automated system life cycle.

Although no universally accepted definition of agents can be
found, there is still consensus about the typical characteristics
that make up an agent. In addition to the autonomy of its
behavior, this includes the goal orientation in particular. In VDI
Guideline 2653, agents are defined as follows: "A technical
agent is a delimited (hardware or/and software) entity with
defined goals. A technical agent strives to achieve these goals
through autonomous behavior, interacting with his environment
and with other agents." [16]. The following considerations are
based on this definition. The proposed concept uses agents that
appear as a pure software unit as well as agents that represent an
individual component consisting of hardware and software.

Different research directions can be identified which deal
with the issue of agents in the field of automation technology.
For example, agents are used to control intralogistics systems [6]
or to control continuous processes [7]. Self-management
approaches were explored within the operational phase of
automated systems, with special emphasis on the autonomy
properties of agents [8]. Numerous application examples can be
found not only in the operational phase of automated systems,
but also in the earlier lifecycle phases, such as the design phase.
In [9] an agent system is described which performs the
consistency check of mechatronic models by raising the
heterogeneous models of different disciplines onto a global,
cross-model level of abstraction, where they are then examined.
Wagner [10] describes how to use agents to actively assist the
engineer during the use of computer-aided tools (CAx). By using
stored engineering knowledge and known dependencies

between components and modules, the system recognizes
interdependencies, as well as problems in the current design and
proposes possible solutions proactively to the user.

The two last-mentioned approaches can be assigned to the
category of assistance systems, in which further application
examples for agents can be found. The goal of assistance
systems is to offer the user context-sensitive support, for
example by providing useful information, or by performing
supporting activities. In [11], an assistance system is described
which uses agents to carry out the rough planning for automated
systems and their subsequent adaptation to changed boundary
conditions. Furthermore, agent approaches were also
successfully implemented in resource planning, for example in
the scheduling of airplanes [12] or the planning and optimization
of logistics in production processes [13]. Cavalieri et al. [14]
describe an agent-based system for predictive maintenance
planning. An overview of implemented agent concepts in the
field of intelligent energy systems can be found in [15]. The
numerous examples show that agents can be used profitably in
different scenarios and are particularly suitable for the
implementation of assistance systems.

The aforementioned agent properties can be used profitably
in the dynamic calculation of the reliability of an automated
system. The trend towards distributed automation systems, in
which individual components function as a self-contained unit,
can be implemented in analogy to reality through the agents'
encapsulation concept. The autonomy of the agents makes it
possible to recognize and take the dynamic factors into account
when calculating the reliability of the system during runtime. By
interacting with each other, the different types of agents can
achieve the overall goal of the system. The approach for the
dynamic reliability calculation is shown in the following section.
Subsequently, the proposed approach is integrated into an agent-
based assistance system.

IV. APPROACH FOR THE DYNAMIC CALCULATION OF
RELIABILITY

Implementing a cyber-physical system concept has a major
impact on the reliability of systems. Among other things, this
results in a higher level of complexity, a wider functionality
which is therefore more complex to maintain and increased
customer requirements for quality, functionality and usability.
These requirements complicate product development and
represent a risk for a high level of reliability and availability.
Even with standardized methods of reliability analysis and
supporting software tools, it is hardly possible to consider an
entire system at once. The methods are instead applied to
individual modules. It is not always easy to make an adequate
separation between them, as there are interdependencies
between different subsystems. These interdependencies, as well
as consequential errors and temporal dependencies, are difficult
or even impossible to analyze using the conventional methods.
This is especially problematic for a detailed software reliability
analysis.

The high degree of interconnectedness that underpins the
fourth industrial revolution not only holds risks for data, but also
for reliability. Effects on other participants cannot always be
predicted when developing components. Due to the Internet of



Things, there is an increasing amount of interaction,
communication and related counter-effects. An error can spread
easily and quickly, leading to unwanted secondary outages in
different places if they are information-dependent from each
other. In the process, it is difficult to trace events that had not
been predicted when developing the component. Failure of one
production site in a distributed automated production system can
also endanger other sites. It makes sense for the manufacturer
and the customers to be aware of the probability of failure of the
system or individual modules as precisely as possible. Even if it
is quick and easy to repair a system, repair is always expensive
in terms of time and money. Depending on the system, a
malfunction may also involve a failure of other important
functions. If the average time between two malfunctions is
known, maintenance intervals can be optimized. The occurrence
of many failures can be avoided with minor maintenance effort.
Due to the communication ability of “things” in the Internet of
Things, repair costs can also be reduced by automatically
sending information about the malfunction to the responsible
personnel after the malfunction has occurred.

For large systems, which are composed of many different
components from different manufacturers and domains, it is
difficult to determine an exact failure rate during product
development and to therefore make reliable statements about the
system availability. Therefore, a concept is needed that gathers,
weighs and processes qualitative and quantitative information
about the system from different sources while the system
operates, in order to provide reliability information. Ideally, this
is an automatable concept that can easily integrated and process
new information. Figure 1 shows the basic structure of such a
system for a dynamic reliability calculation.
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Figure 1: Basic structure of the system for a dynamic reliability calculation

As can be seen in Figure 1, a cloud-based application is used
for dynamic calculation. The main focus is on interlinking
different sources of information. Each component carries its
basic failure rate, which is provided by the component
manufacturer. The environmental parameters that affect its
reliability, such as temperature, humidity, vibration, etc., are
provided by interlinking and big data analysis. Furthermore,
parameters such as standards, customer requirements, empirical
data of the manufacturer, etc., are included in order to increase
the accuracy of the overall reliability. Another aspect is the
integration of social networks. This provides the possibility to
include the experience of other users in the calculation. This

allows to calculate the reliability dynamically, and therefore the
availability of the system can be recalculated at runtime.

For the realisation of the scenario outlined in Figure 1 using
agents, all sources of information are firstly encapsulated by an
agent (see Figure 3). Each component agent represents one of
the physical components, and each agent contains or calculates
the reliability of its component locally. Due to the usually
limited computing power of individual components, the local
reliability calculation does not take dynamic influence
parameters into account. The social media agent collects
reliability-related information, such as evaluations, reviews or
user complaints from search engines, newsgroups, social
networks etc. This information can then be proactively passed
on to corresponding component agents and the agent can react
on inquiries from component agents for searching relevant
information. Furthermore, the gathered information is made
available for the reliability calculation in the cloud. The
empirical data agent, the user requirements agent, the standards
& regulations agent, and the environmental influencing factors
agent all act in a similar manner at the same time. These agents
are persistent and continuously collect information that is, or
could be, relevant to the reliability calculation. All agents who
represent a source of information can provide the information
they have gathered to calculate the reliability dynamically in the
cloud. This cloud calculation part is likewise agent-based and
has been described in more detail in [17]. Before designing the
necessary agent structure, the calculation of the total failure rates
is briefly summarized (more details in [17]).

A. Failure rates

The failure rate of a cyber-physical system is the sum of three
different partial failure rates, which are influenced by different
factors which will be described in the following. The influencing
factors, and therefore also the partial failure rates, are time-
dependent and can change during the operating time of the
component (see Figure 2). Here, only the relationship with the
total failure rate is considered, which can be represented by the
following formula (1). Here, n is the number of existing
components. The failure rate consists of three elements which
namely are (1) the predetermined manufacturer-related failure
rate, (2) the human failure rate and (3) the influencing factors
failure rate. A detailed description of each partial failure rate is
given in the following paragraphs.

Ai() = Aimr + Aigr () + A3 (t) fori=1,..,n (1)

The addition of the three partial failure rates corresponds to
a logical series structure of the three partial failure rates. This
assumption can be made because the partial failure rates are
causally and temporally independent from each other and
therefore contribute to the overall failure rate of the considered

component.
Manufacturer failure rate J§ Human failure rate Jl Influencing factors failure rate
A v A A

Total failure rate
A, ¢ (factors)

Figure 2: Calculation of the total failure rate from partial failure rates



Preconditioning: A predetermined, manufacturer-related
failure rate Ayr represents only an average value, which is
usually obtained by testing several similar components. The
actual failure rate of the component used can deviate from the
predetermined one. All factors occurring here are known before
startup and are time-independent. Each factor in this class
changes the failure rate by a predetermined percentage p; from
the manufacturer-related failure rate Ai,mr. The factor p; depends
on the classification of each factor with respect to its influence
quantity. The classes range from small to medium and large. The
classification of each factor in one of the above categories is
determined by the user.

Human reliability: Every interaction between human and
machine includes a potential source of danger for people, the
system and its environment. In the following, it is assumed that
all interactions can be recorded and stored in a database. The
database is located in a cloud and is aware of every component
in the system. The Industry 4.0 concept makes such an
assumption feasible.

Every interaction has the goal of performing a specific task,
such as entering a target temperature in a control system. By
detecting the interaction, we can also register if the task
performed has led to an error or not. The HEP (Human Error
Probability) can be calculated as a result. This gives the
percentage of errors in each recorded task out of the total number
of errors (see also Equation (2)).

Number of incorrect performed interacitons
HEP = s perf ©)

Number of all performed interactions

Influencing factors: The third and last category is formed
by the influencing factors. All the time-dependent factors are in
this category. Each of these factors has an allowable maximum,
minimum and standard value. Furthermore, each factor is
classified separately for each component. The division into
classes is required to indicate the importance of the considered
factor for each component. The greater the deviation from the
standard value of a factor and the higher it is ranked, the greater
the impact on the failure rate 4; ;7 is [17].

B. Agent-based determination of partial default rates

The agent paradigm can be used to calculate the three
previously introduced partial failure rates dynamically. Each of
the partial failure rates is influenced by different parameters. The
information for calculating the partial failure rates can be
proactively gathered in a first step by the already introduced
component agents or by the agents representing other
information sources (social media agent, environmental
influencing factors agent, etc.) and can then be used in the next
step by the cloud-based dynamic reliability calculation. The
agent structure of the dynamic reliability calculation system is
shown in Figure 3. The agents represent the components and
sources of information previously described in Figure 1.

Each of the partial failure rates of a component is also
represented by an agent, who then communicates with the
relevant respective component agents. If the requested or
required information cannot be made available on the basis of
the agents’ current knowledge, the respective agent reacts by

trying to obtain or record the desired information. For example,
environmental parameters can be measured via suitable sensors.
In case that the manufacturer ascertains a changed basic failure
rate for a component through more detailed investigations, this
can also be transmitted from the empirical data agent to the
agents in the dynamic reliability calculation system. User
interactions and their success rate can be determined, for
instance, from analyzing log files or databases, as long as the
components themselves log these user actions. It is also
conceivable that information on possible problems with using a
component can be obtained from social media channels.

User requirements Empirical data agent

agent

Component agent
Manufacturer
failure rate - Agent

. <« Component agent
Influencing factors P g

failure rate - Agent
Human

failure rate - Agent Component agent

Social media agent
Standards & regulations

agent Environmental
influencing factors agent

Figure 3: Basic structure of the system for dynamic reliability calculations

The three partial failure rate agents of a component calculate
their respective value persistently and therefore make use of a
further property of the agent paradigm. By adding the partial
failure rates according to Equation (1), the failure rate A;i(z) of
component 7 is permanently calculated during runtime. This can
then be used to dynamically calculate the reliability of the
overall system according to the underlying reliability block
diagram.

V. PROTOTYPE TO VISUALISE THE EFFECTS OF DYNAMIC
INFLUENCING FACTORS

In order to better demonstrate and illustrate the influence of
dynamic parameters on the reliability of a system, a cyber-
physical system scenario has been developed, showing the
production of adhesive tape in a fictional factory of the future.
Different events happen during the lifetime of the factory, all of
which have an impact on the reliability. Examples of these
include: the failure and repair of a component, different ambient
temperature and humidity to simulate seasons, errors in human-
machine communication, etc. Then the course of the failure rate
and reliability over time is considered to see how much influence
these factors have on the reliability.

As part of this, an application was implemented in
Matlab/Simulink that provides a dynamic visualization of the
failure rate and reliability timing, also taking user-defined
factors into account. An example can be seen in Figure 4. The
application simulates cyclic and acyclic events and calculates
the failure rate as well as the reliability for the defined scenario.
The simulation period in the example is 7 years long. User
interactions, including operating errors, can also be simulated in
the application but were not included in the example scenario.
This would allow to simulate and calculate effects of a changing
human reliability during the simulation period.
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Figure 4: Illustration of the reliability with consideration of dynamic influencing factors (red) compared to the consideration without seasonal influences (orange)

The failure rate of a machine considered in the right part of
Figure 4 is influenced by different ambient temperatures and
humidity (red curve). The influence of the seasons can be
identified by cyclical patterns in the failure rate. In addition,
there is an acyclic effect at two points in time which also results
in a change of the failure rate. One component fails after 118
weeks (t = 19824 h), which affects other components during the
four-week repair period. These components must reduce their
production volume which has a positive influence on the failure
rate of the individual components and, therefore, also on the
reliability of the entire system. A second failure occurs after 201
weeks (t = 33768h) when an adhesive mixer makes
impermissible mixtures. The situation is detected by a sensor.
However, the affected subsystem must be temporarily taken out
of service. As there is a parallel, redundant mixer, the subsystem
has to produce at a higher capacity. This change introduces
additional changes to the system structure and therefore another
reliability block diagram. The simulation of this modified block
diagram results in a higher failure rate until the defective mixer
is replaced.

Overall, however, despite a failure rate which is not constant
over time, there is no large visible fluctuation in the reliability
(Figure 4 - left), and the reliability follows a nearly linear course.
It returns to value 1 as soon as the machine is completely
repaired.

To detect the effect of the seasonal influences, the course of
the failure rate and reliability is then simulated again, this time
without the two factors of ambient temperature and humidity
(orange curve). The failure rate is largely constant and only

changes during periods with a changing load (component
failures). This also has consequences for the reliability: a
different course can be seen which differs approximately 0.4
percentage points from the value calculated with seasonal
influences.

VI. CONCLUSIONS AND OUTLOOK

In determining the reliability of cyber-physical systems, new
approaches and concepts need to be developed to meet the
demands of new technologies. The traditional approach of
calculating reliability is no longer sufficient, as the static
reliability of the individual components is known, but on the
other hand, it can be determined more dynamically by accessing
data collected at runtime (enabled by the networking of
components). In addition, the overall reliability of a system at
the time of system development is not known because the
composition of the components is likely to change at runtime.

In determining reliability, the Internet of Things and the
"cloud" provide ways to calculate a system dynamically and to
consider the influence of various factors at runtime. In this
paper, parts of this data have been used to determine reliability
more accurately. Different types of data have been included in
the calculation, such as "empirical data" or the "human factor".

It was discussed how the reliability could be determined
more accurately based on dynamic, time- and factor-dependent
failure rates. Furthermore, the total failure rate was divided into
three part failure rates, all of which are subject to different



influences. Finally, a scenario was used to demonstrate the mode
of action of these factors using an example.

The concept presented for the dynamic determination of
reliability uses the agent-oriented way of thinking in order to
develop an assistance system in the field of reliability
calculation. It has been shown that concepts such as autonomy,
persistence, interaction and proactivity can be used to create a
dynamic reliability calculation system. Through the use of
agent-specific properties, it is possible to include runtime
information in the calculation processes which are not taken into
account in conventional static reliability analysis. By including
a large number of external, highly dynamic sources of
information, such as social media, not only a-priori knowledge
is available for the calculation of reliability, but also up-to-the-
minute information. This approach does justice to current
developments in smart components, and provides more options
for reliability analysis than existing methods.

The concept should now be verified in the field with the help
of empirical data in a further step. It can also be extended to
include even more data from the cloud in the calculation. The
role and possibilities of the social media agent also need to be
further investigated. In particular, the content-related
interpretation of the component reports poses a challenge.

Another challenge that arises in the dynamic reliability
calculation is the automated detection of the runtime-changeable
system structure, which has not been taken into consideration in
this paper. Reconfiguration of the system during runtime or the
entry or exit of system participants that were not known or
intended at design time will result in frequent changes in the
system structure. The interconnectedness of the individual
components can therefore no longer be represented by a static
reliability block diagram. The definition of system boundaries is
no longer clear as soon as several systems become dependent on
one another in terms of information technology and/or energy.
It is therefore necessary to develop suitable methodologies and
procedures that capture the system structure at runtime and
therefore make the dynamics of the system structure available to
the reliability calculation, in addition to the dynamics in the
influence parameters on the reliability. The solution for this
challenge will be addressed in future studies.
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