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Institute of Industrial
Automation and Software
Engineering (I1AS)

Research and teaching at the
Institute focuses on the topic of
Software Systems for Automation
Engineering.

For this purpose, we collaborate
with research institutions and
companies from the Stuttgart region,
from Europe and worldwide.

Q0 ¢€ &

Prof. Weyrich Dr. Jazdi Prof. Morozov Jun.-Prof. Pfaff

4x
Head of IAS

1x external

Lecturer
) - |
g Prof. Ebert

31x Early-Stage Researchers



Institute of Industrial Automation and Software Engineering (I1AS)

Faculty of Computer Science, Electrical Engineering and Information Technology of the
University of Stuttgart

85 years of Tradition and Progress

since 2024 T
Jun.-Prof. F. Pfaff ' Since 2020
Cognitive Sensors Prof. A. Morozov
Networked Automation

Systems

since 2013
Institute of Industrial
Automation and F 1995 - 2015

Software Institute for Automation
Engineering and Software

Professor M. Weyrich Engineering

Professor P. Goéhner

1970 - 1995
Institute for Control
Engineering and Process T 1935 - 1970

Automation Institute for Electrical
Plants

Professor R. Lauber
Professor A. Leonhard

University of Stuttgart, IAS _// e August 26 5
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Quo Vadis ,,Industrial Automation and Software Engineering* — IAS 2030+
Engineering the Transition to an Era of Physical Intelligence and Embodied Al

TRUSTWORTHY AUTOMATION SYSTEMS

THAT UNDERSTAND, ACT AND EVOLVE AUTONOMOUSLY

Our Impact:

University of Stuttgart, IAS _/p August 26 7
A N



The Institute for Industrial Automation and Software Engineering (IAS)
Trustworthy automation systems that understand, act and evolve autonomously

Intelligent and Perceptive
Systems: Understand the World
(jProf. Florian Pfaff)

How can intelligent systems reliably
perceive, interpret, and understand
complex real-world environments?

Research focus: Cognitive perception,

multi-modal sensing, sensor fusion, objecj

tracking, and Al-based environment
understanding for autonomous
systems

University of Stuttgart, IAS

/v

Intelligent Automation:
Engineer Intelligent Action
(Prof. Michael Weyrich)

How can increasingly software-defined
automation systems remain manageable,
adaptive, and continuously evolvable
throughout their lifecycle?

Research focus: Software-defined automation
systems, semantic Digital
Twins, automation systems
engineering, Al-assisted design
and operation for complex
autonomous systems

Safe Autonomous Intelligence:
Evolve with Confidence
(Prof. Andrey Morozov)

How can autonomous intelligent
systems remain safe, resilient, and
dependable under uncertainty?

Research focus: Safety assurance,
probabilistic risk assessment, Al
robustness, anomaly detection, and
resilient operation of autonomous
systems

August 26
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Software-Defined Systems with embodied Al

Software requires a new E/E/Software architecture to serve as the foundation for novel
functions, ensuring their flexibility, updatability, and scalability

Current Situation: New functions are increasingly being New development

enabled by software and Al paradigms:
Continuous Software
e —

_ _ _ _ — (& Data Loops
Software is becoming the primary driver of

innovation [I] Digital Twins

» Software and Al features are becoming key differentiators = Software Stacks

» The volume of software, data, and Al is growing

—  :4p Al Methods

ATTTTITDVIXZDJWNRGY Q\\\\\\\v
August 26 9
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On the way to a new automation technology
Where will the journey take us in the future?

The path from a “"networked information world” to a world of coexistence between humans and autonomous
systems is long and unclear.

HIGHLY FULLY
AUTOMATED AUTOMATED AUTONOMOUS

I Y X -

The new fields of application are characterized by cool prototypes and tough business considerations:
It ranges from networked infrastructure, machine control, automotive, smart cities to new forms of robotics.

ASSISTED

Imagesf. I. t. r.:
Siemens
Shutterstock
Univ Stuttgart
Shutterstock
Waymo
Shutterstock
Figure01
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“End-to-End Continuum”: From the System via Edge to the Cloud

Software-based functions, data flows, and deployment models blur the boundaries of
hardware from the perspective of software and data

Digital Twin / Cloud

Engineering & Services

Development, validation,
operations, and continuous

improvement
Virtual Models Al / Analytics Data Management

& Simulation & Optimization & Services
'I"’l
I elllzt |

Development &
Operations

* Edge Edge Edge 0’% Simulation &
Validation
Data & Insights Intelligence & Actions N
Upstream Downstream % Lifecycle &
Models, updates, 0 Compliance

Telemetry, events,
status, context configurations, policies,
commands (e.g., OTA)

End-to-End Continuum
Software functions, data, and services
flow seamlessly from the physical
world to the cloud and back.

A X Py W A s

Vehicle Machine Production System Drone Infrastructure Field Asset

University of Stuttgart, IAS _// August 26
A N
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« Research Fields
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Research at IAS
Our research demonstrates methodologies of automation technology and software systems

Intelligent Automation & Digital Twin for Automation Complexity Control in
Autonomous Systems Systems Automation Technology
Dynamic Evolution of A Software-defined

Automatic Creation Digital Twins in

Offshore-PtX-Plattforms

Operations of distributed
automation systems

and Adaption of
Simulation models

Remote Maintenance
of Automation Systems
using Al Robotics

Constrained Optimization [.;
of Cyber-Physical
Production Systems

Safe Autonomous Intelligent and Perceptive
Intelligence Systems

Safe Operation of Franka
Emika Robots using
Dynamic Risk Assessment

Al Safelegs: Safe
L exoskeleton via human

’l

‘ 4; ‘! pose estimation
University of Stuttgart, IAS _/A/_ August 26 13
A N

Scenario-based testing
of autonomous driving
functions

3D Shape estimation of
obstructed obstacles using
collective perception




Intelligent Automation and Autonomous Systems
Can GenAl transform automation by extracting insights for embodied-Al Systems?

Generative models become dependable in
automation only when grounded in explicit system
knowledge. Knowledge graphs and Bayesian

models define how automation systems should
behave. Embodied Al architectures share the
learned insight based on operational data.

TECHNOLOGIES AND METHODS:

+ Embodied Al for sensorimotor control in autonomous systems

Generative Al for adaptive behavior and simulation-based training

Federated learning architectures

Semantic grounding of Al models ent

Testing a

. TV —_—— T~

Knowledge Graphs, Bayesian Networks and Event Tree analysis

+ Gazebo simulation, ROS Navigation Stack Storage ag}ent

ODD definitions and synthetic data for test training

University of Stuttgart, IAS August 26 14




Examples: New Capabilities for Autonomous Systems

ISA is focusing on mobile robotics and human-machine interaction as we journey from
leading automated systems to autonomous systems.

Image source: IAS, University of

Stuttgart

New Robotics
Autonomous functions for
applications (e.qg.,
manufacturing, outdoor)

Comfort Cockpit
Al Captures Human Preferences

Image source: I1AS,
University of Stuttgart

Remote Facilities
Al handles (autonomous)
operation

University of Stuttgart, IAS _// August 26 15
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Digital Twin for Automation Systems

How can the digital twin help to master the complexity of automated systems
engineering and operation?

Semantic asset descriptions and agent-based
evaluation of new data allow models to reconfigure

themselves at runtime. A digital twin helps

managing complexity only while its models remain

valid, hiowever manual model maintenance does

not scale with changing system.

TECHNOLOGIES AND METHODS:

Vision Language Models (VLMs)

Digital Twins

Embodied Intelligence

Domain Knowledge in Production Technology

Agent-based automation for real-time model adaptation and control
Self-configuring simulation models for evolving system topologies

Semantic integration and synchronization of Digital Twin and physical
assets

University of Stuttgart, IAS /-/—

Knowledge Base )

Simulation + Digital Twin Domain knowledge - Robot Pool )
Virtual Representation of the * Documentation * Digital Twins E
Environment * Maintenance manuals W « Skills iz
* Expert knowledge 11. Availability !

August 26
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Complexity Control in Automation Technology

How can the complexity of software-defined systems be made manageable in engineering
and operation?

Software-defined systems cannot be validated
exhaustively; billions of configurations make full
coverage unattainable. Structural analysis of

code and data dependencies, combined with
sampling, keeps validation manageable as the
system evolves.

TECHNOLOGIES AND METHODS:

+ Large Language Models for test case generation

Simulation Platforms for Validation

« Continuous integration, development and deployment (CI/CD)

Multi-agent system with Code-Graph-RAG
» Data Loops for Continuous System Evolution

| li
| ull I

. IAITY A it AN
Causal Inference / Causal Discovery parking_cpu_by_pod (parking) ila”.h' '{,' M ", WA A

» Reinforcement Learning with Human Feedback oo e

Sampling and Multi-Criteria optimization techniques

University of Stuttgart, IAS /-/— August 26 =




Safe Autonomous Intelligence

How to analyze risk of flexible manufacturing systems and how to exploit the deep learning
method to efficiently detect anomalies of Industrial Cyber-Physical Systems?

& Worker 1:

Anomaly detection alone is insufficient: it reports .
deviations without stating their consequence. 3 e ﬂ e :
Hybrid reliability models turn detected deviations ol

into quantified risk, and adversarial reinforcement <2 % 1 e i i ot
learning locates the critical scenarios that -

systematic testing does not reach. Mot ~- G

Will leave the area L

TECHNOLOGIES AND METHODS:
Simulation and skill detection
» Behavioral analysis
Hybrid reliability modeling

Object segmentation & background/foreground
estimation

Human pose estimation & prediction
Dynamic risk analysis

Multi-Agent Reinforcement Learning

University of Stuttgart, IAS /-/— August 26 8




Intelligent and perceptive Systems

How to model dynamic parts of the environment and continuously update one’s
knowledge?

Sensors never observe an environment completely;
occlusion and limited coverage leave relevant parts
unmeasured. Generative models complete partial

observations and predict human motion, while
continuous fusion keeps these estimates current for
the decisions that depend on them.

TECHNOLOGIES AND METHODS:

» Estimating and completing shapes of objects using using diffusion
models

* Human-pose estimation

4

* Environmental modeling using SLAM

¢ Generative Al for Test Generation

*
* Sensor and Data Fusion Low Human
level Warkspace B
* Deep Learning for Human Pose Prediction Control ConstEns Prediction

* Machine Learning for Risk Quantification

» Multicriteria Optimization for Decision Making

University of Stuttgart, IAS /-/— August 26 ‘o



« Teaching
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Teaching
The institute conducts about 1000 exams per year.

Lectures Study programs

A : : :
- Automatisierungstechnik | & Il - Electrical Engineering department:

* Technologien und Methoden der Softwaresysteme | & Il
» Software Engineering for Real-Time Systems .
« Industrial Automation Systems * B. Sc. Emeuerbare Energien

* M. Sc. Nachhaltige Elektrische Energieversorgung,

e B. Sc. & M. Sc. Elektrotechnik und Informationstechnik

» Grundlagen der Softwaresysteme

* Ringvorlesung: Forum Software und Automatisierung * M. Sc. Elektromobilitat

* Ringvorlesung: Aspekte Autonomer Systeme * M. Sc. Information Technology
» Verlasslichkeit intelligenter verteilter Automatisierungssysteme >
« Modeling and Analysis of Automation Systems - Exports to other departments

» Seminar: Intelligente Cyber-Physische Systeme
» Risk Assessment for Robotic Systems
» Datenfusion und Resilienz in Sensornetzwerken

* Mechatronik, Technische Kybernetik, Informatik, Medizin-

technik, Technikpadagogik, Verkehrsingenieurwesen

— - Interdisciplinary
» Laboratory Course: Software Engineering

» Laboratory Course: Industrial Automation * M. Sc. Autonome Systeme (Dean of Studies Office)
» Laboratory Course: ROS
» Laboratory Course: Embedded Programming

University of Stuttgart, IAS -m August 26 21
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« Collaboration
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1_ Universitat Stuttgart

IAS in the Research Environment of Stuttgart

The Institute follows the mission statement "Intelligent Systems for a Sustainable
Society" and is part of the Excellence Strategy of the University of Stuttgart.

Our flag ship projects: We are active in the following
organizations:

« BMBF flagship initiative: ey
PtX@Sea Jone ARENA?2036 Research Factory

° European Union/ChipS JuU . HAI_48DV I I ?;::fglfgie Technology Transfer Initiative
flagship project: HALASDYV  sustens serer security sortware

Innovation Campus Future Mobility
INNOVATION

We are part of the profile areas and
emerging fields of the excellence strategy g -

 Associated in:

Graduate School Intelligent
Methods for Test and Reliability

: University of Stuttgart
" Cluster of Excellence Integrative Computationa
Design and Construction for Architecture {IntCDC)

e e el o Bl Graduate School of Excellence
EME advanced Manufacturing Engineering

University of Stuttgart, IAS -// August 26 23
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Cooperation with the following Companies

=  CompWare Medical GmbH

= Mercedes-Benz AG

=  NAISE GmbH

= Festo AG & Co. KG

= Hirschvogel Umformtechnik GmbH
= iss (Innovative Software Services GmbH)
= Neura Robotics

= OTTO FUCHS KG

= Robert Bosch GmbH

= Siemens AG

=  SMS group GmbH

= Vector Consulting GmbH

= Vector Informatik GmbH

= Infineon Technologies AG

= ZF Friedrichshafen AG

= ETAS GmbH

= Nokia Corporation

= T-Systems

= Tyssenkrupp AG

= Siemens Energy

= Proximity Robots & Automation

University of Stuttgart, IAS _/A/_
A N

N=URN

Z Fraunhofer
A=

) BOSCH

Technik firs Leben

Infineon

ROBOTICS

SIEMENS "‘E?
CNEIrGY NAISE

] AstraZeneca SIEMENS
FESTO @

thyssenkrupp
EKU

I - -Systems- % o V@CEOF [

Fraunhofer-Gesellschaft zur Férderung der angewandten Forschung e. V.
INERATEC GmbH

Astra Zeneca

NOKIA

EKU Powerdrives

Canadian National Research Council
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University of Stuttgart

Institute of Industrial Automation and Software
Engineering

Pfaffenwaldring 47
70550 Stuttgart, Germany

Prof. Dr.-Ing. Dr. h.c.
Michael Weyrich Nasser Jazdi

Head of Institute Deputy head of Institute

michael.weyrich@ias.uni- nasser.jazdi@ias.uni-
stuttgart.de stuttgart.de

+49 711 685 67301 +49 711 685 67303

University of Stuttgart, IAS /_/—

Thank you!

Prof. (TT) Dr.-Ing.
Andrey Morozov

Tenure Track Jun.-Prof.

andrey.morozov@ias.uni-
stuttgart.de

+49 711 685 67312

www.ias.uni-stuttgart.de

Jun.-Prof. Dr.-Ing.
Florian Pfaff
Jun.-Prof

florian.pfaff@ias.uni-
stuttgart.de

+49 711 685 67301
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New

Al-Assisted Validation in Software-Defined Cyber Physical Systems
How can Interoperability be guaranteed in Dynamic Feature Updates?

REQUIREMENTS: CORE TECHNOLOGIES:
* Integration of V&V into CI/CD toolchains » Large Language Models for test case generation
» Scalable automated test generation for each sensor » Simulation Platforms for Validation

service

» Test Automation

MOTIVATION

How can CI/CD  Rapid, safe integration of new services

pipelines
automatically

: : * Reduce integration efforts and costs
validate APIs during

+ Test automation in CI/CD

-

APPROACH

Integration Testing?
+ Intelligent and Automated Integration testing (focus on

API Testing) in CI/CD through LLMs and Agent-based

Requiemerls Sy Automated AP Validation approach

Integration Testing
« Validation in virtual environments before deployment

University of Stuttgart, IAS August 26 27



LLM-assisted Engineering of Variant-Rich Software Systems
From chaos to scalability: achieving systematic reuse in complex software families

REQUIREMENTS:

* Managing the Complexity Of Variant-Rich Software
Systems

» Allowing For Continuous Evolution of such Systems

How to manage the
chaos of software
variability?

Clone-and-Own iooh y Manageable Variant-Rich
Chaos . Software System
entifier ccator

University of Stuttgart, IAS

CORE TECHNOLOGIES:
* Multi-agent system with Code-Graph-RAG

» Grammar-constrained decoding

* Feedback Loops with Rule-Based Verification

MOTIVATION

» Clone-and-Own: Fast, pragmatic, everybody does it —
but expensive and unmanageable in the long term.

APPROACH

» Feature Mining in Large Clone-and-Own Systems

» Transformation into Reusable Artifacts based on Mined
Features

August 26 28



Flexible Vehicle APl Management and Design Principles
Principles for Flexible APIs in the Software-Defined Vehicle

REQUIREMENTS:

» Abstraction of APIs and their behavior in the current
vehicle

» Design and handling of API evolution for next
generation of SDV APls

How are APlIs in the
software-defined
vehicle designed?

Pressure
sensor

Compute unit

University of Stuttgart, IAS

CORE TECHNOLOGIES:

+ (Software) Design Patterns
» Changing Vehicle Architectures

* In-Vehicle Communication Matrix

MOTIVATION

» Higher longevity of APIs without breaking changes to
support maintainability and easiness for developer

* The future will be data driven and the vehicle is not
glassy yet

APPROACH

» OEM + literature review as knowledge base

» Methodology for API flexibility and evolution in the
vehicle

* Proof-of-Concept as evaluation

August 26
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Testing Configurable Automotive Software Systems
Testing of variant-rich software-defined systems in the context of CI/CD development

REQUIREMENTS: CORE TECHNOLOGIES:

» Fast identification of variants that need to be tested after * binatorial Interaction Sampling Algorithms
updates to Software Product Lines « LLM-based Software Product Line Evaluation

* Generation of minimal sets of variants to test « Depend. graph construction, GNN-based analysis

» Automation of the variant testing process

o can MOTIVATION

configirable - Software-defined automotive systems are highly config-
automotive software : . o i

be tested both urable, embodying possibly billions of variants

efficiently and . - q

el » Configurability represents a major challenge for

within CI/CD? software testing as countless variants must be

considered
APPROACH

» Application of traditional sampling algorithms to achieve test
coverage with a reduced number of variants

* Further combine LLM reasoning capabilities with system
knowledge to filter testworthy critical features

* Learn to predict critical variant parts by construction of
depend. graph and graph-based link prediction with GNNs

University of Stuttgart, IAS August 26 30



Remote Testing of Distributed Automotive Components
From local setups to global validation between OEMs and suppliers
REQUIREMENTS: CORE TECHNOLOGIES:

+ Validate physical and virtual components remotely, directly at each + Time synchronization
supplier’s site

* Accelerate development and testing cycles without moving hardware * Distributed SyStemS

Improve collaboration between OEMs and suppliers through shared, open- » Testing and validation
source platforms

MOTIVATION

» Reduce the high costs and delays of transporting
prototypes between partners

Test everywhere,

launch faster L . .
» Catch timing and integration faults early-- faster

launches and fewer recalls

APPROACH

» Delay-aware validation for distributed components:
handling network latencies and inconsistencies through
smart, time-aligned post-processing.

University of Stuttgart, IAS August 26 31



CogniSafe3D

Cognitive Safety with Point Clouds

REQUIREMENTS:

+ 3D LiDAR-based intelligent, adaptive safety system for
Human-Robot Collaboration

How can a 3D

LiDAR-based

system dynamically

ensure safety in

Human-Robot

Collaboration? & Worker 1:

- Moving slow
- Looking towards the robot g
Ya. - Distracted g
D¢
‘cw."

Worker 2:
- Approaching fast
- Looking towards the robot

Worker 3: . MLoblle rol';ol
- Looking away \J eaving the area
-Willleave thearea & :

University of Stuttgart, IAS

CORE TECHNOLOGIES:

= Object segmentation & background/foreground
estimation

= Human pose estimation & prediction
= Dynamic risk analysis

MOTIVATION

* Human-Robot Collaboration is growing in industrial
settings

» Ensuring human safety is paramount

» 3D adaptive safety fields remain underexplored
APPROACH

» Base Layer: mathematically grounded methods

» Cognitive Layer: Deep Learning for adaptive perception

» Dynamic Risk Monitoring adjusts safety margins

August 26 32



DRM-HRC

Dynamic Risk Monitoring for Human-Robot Collaboration Scenarios
REQUIREMENTS: CORE TECHNOLOGIES:

+ Conventional risk monitoring approaches are insufficient + Sensor and Data Fusion
for the dynamic nature of HRC.

* Deep Learning for Human Pose Prediction
* Machine Learning for Risk Quantification

* Multicriteria Optimization for Decision Making

MOTIVATION

How can the trade-

off between human * Human safety is critical in HRC

safety and task

efficiency be * Inherent trade-off between safety and efficiency

dynamically

balanced in HRC? « Aim: Achieve an optimal safety-efficiency balance
APPROACH

» Fusion and preprocessing of sensor/ algorithmic data

4 » Stochastic modelling of human behavior
Low Human * Dynamic risk model computation
e Consenms Pose _ .
Sono! Piediciion « Adaptation or robot control based on risk feedback

University of Stuttgart, IAS August 26 33




Integration of external Data in Industrial Digital Twins
How can previously unknown data be efficiently integrated into Digital Twins at runtime?

REQUIREMENTS:

* Increasing connectivity in industrial setups results in an
explosion of available data

 Integrating the data for Digital Twins must be automated
to disburden human workers

Asset with known internal
sensors

external sensor m
added at runtime

Digital Twin using external
Sensor data to enhance

Intelligent Digital Twin

University of Stuttgart, IAS

CORE TECHNOLOGIES:

» Digital Twins

+ Al Agents

* Machine readable Knowledge Management

* Encapsulation via Type-Instance mechanisms

MOTIVATION

* Via automatic integration the quality and resilience
of Digital Twin Models increases.

» Evaluating the Data by hand is not economic viable

APPROACH

» Using Industry 4.0 concepts to enable the machine
readable provision of needed Information

» Evaluating new Data via Al-Agents
 Introducing a context agnostic data processing in the
Digital Twin

August 26 34
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Failure Prediction for robotic systems with sensor malfunctions
How to bridge the gap between anomaly detection and proactive safety in robotic systems?

REQUIREMENTS: CORE TECHNOLOGIES:
+ |dentify sensor faults or errors that leads to hazards or « Digital Twin
failures.

* Deep Learning
» Balance operational efficiency with safety requirements. « Multimodal Fusion

* Manipulation Control

How can proactive
safety be achieved in

robotic systems?

|
Joint Sensor Service Path Planner  gervice Actuator
Interface Interface " What will

=N - = 1 | happen?
AR Ery__ /nput, for) Er.
(Es ‘———-)‘J—D' === P = = — — P
S rror Propagation g | ‘Error ' Propagation m;i_ Propagation 1T
|

External Fault
Joint Senso Coriect
o Service g Faulty
Failure Signal c .
OITCC
Path Planner Seroice
Actuator
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Scenario predictions for AGV and AMR

Mobile robots act with foresight in dynamic environments

REQUIREMENTS:

» Acquisition of dynamics in the environment .

» Prediction of possible critical events

» Goal-oriented generation of reaction strategies for the
mobile robots .

How can robotsplan
and navigate with
foresight?

University of Stuttgart, IAS

CORE TECHNOLOGIES:

Knowledge Graphs, Bayesian Networks and Event Tree
analysis

Reasoning capabilities of Large Language Models

Gazebo simulation, ROS Navigation Stack

MOTIVATION

AGV and AMR are easy to integrate and extremely
flexible, BUT they do not understand situations that
were not modelled during development phase

APPROACH

Detecting and analyzing the environment with
knowledge-based methods

Simulation of possible critical situations and suitable
reactions of the mobile robots

Optimization by understanding the environment

August 26 36



Autonomous Inspection and Maintenance with mobile Robots
How can inspection and maintenance tasks be automated with mobile Robots?

REQUIREMENTS: CORE TECHNOLOGIES:
» Understanding of complex industrial automation systems  * Vision Language Models (VLMs)

« Autonomous operation in dynamic and complex « Digital Twins

environments « Embodied Intelligence

 Solving diverse and multifaceted manipulation tasks - Domain Knowledge in Production Technology

MOTIVATION

» Automation of expensive, risky and labor extensive
inspection and maintenance tasks

Apply intelligent

mobile robots to

automate inspection

and maintenance * Intelligent mobile robots facilitate physical failure
prevention and resolution through automated inspection
and maintenance

APPROACH

» Coupling of heterogenous data about process plants to
enable context aware failure detection and online
development of failure resolution strategies

» Usage of VLMs, domain knowledge and Digital Twins to
enable robots to understand complex automation
systems and perform multifaceted maintenance task

University of Stuttgart, IAS August 26 37



Safeguarding autonomous systems in operation

interpretable safety assessment of dynamic decision processes at runtime
REQUIREMENTS: CORE TECHNOLOGIES:

* Analysis of trajectories in terms of their risk at runtime. + Digital Twin

» Consideration of the situation within the risk assessment » Multi Agent Adversarial Reinforcement Learning
(MAARL)

» Data Analytics

MOTIVATION

» Avoid critical situations proactively
How can situational . . : .
risk be quantified? » Operational data contains information about the

uncertainties arising from the situation

APPROACH

» Probability estimation of individual disturbance events

» Search of the most probable scenario, causing a harm
with MAARL

« Data-driven optimization of the safety margin

University of Stuttgart, IAS August 26 38



Al-based determination of the remaining service life
Al-based hybrid models for estimating the service life of complex electronic systems

REQUIREMENTS:

* Production quality measurement data
» Knowledge of key stress factors

» |ifetime data

How can accurate
lifetime prediction of
complex electronics
be achieved despite
varying operational
environments?

University of Stuttgart, IAS

CORE TECHNOLOGIES:

» Rainflow algorithm -stress accumulation
» Kalman- filter

* ML-based analysis of Service Life

MOTIVATION
» Reduction of redundancy

» Al-assisted maintenance planning

» ML-Based functionality check

APPROACH

* ML based assesment of the predicted remaining service
life based on production data

» Prediction of key stress factors by Kalman-filters and
accumulation of stress by rainflow algorithms

» Al-Based service-life adjustion

August 26 39



RelAlBotiX

Reliability assessment of Al-Controlled robotic systems —

CHALLENGES:

* Robot learning
* Dynamic changes

» Black-box behavior

How to assess the
reliability of robotic

systems controlled
by learning
algorithms?

BBBBBBBBB

Skill labeled time-series data: RelAlBotiX

Reliability metrics: \

rrrrr

ime-series

Hybrid reliability model:
MDP

969./

FT

University of Stuttgart, IAS

CORE TECHNOLOGIES: | Q‘
+ Simulation and skill detection #3 A
» Behavioral analysis

» Hybrid reliability modeling O

APPROACH

» Extended simulation (fault and uncertainty injection) and
behavioral analysis evaluate how black-box policies
respond to uncertainty and failure scenarios.

» Automated generation of hybrid reliability models based
on the observations.

* Reliability and data-driven improvements for black-box
policies instead of trial-and-error.

August 26 40



Synthetic data generation for machine trained models
How can industrial machine learning models be trained with less real data?
REQUIREMENTS: CORE TECHNOLOGIES:

* Automated generation of synthetic training data for * Generative Adversarial Networks

improving trained models . Adversarial Attacks

. is rel hallenging for th
Generated data is relevant and challenging for the + Large Vision Models

model
MOTIVATION
How can we
automatically * Real labeled training data is scarce and expensive
improve a trained : o
5G-Positioning * Human experts often don‘t know what kind of training
model with synthetic data is missing for improving their models
ARENA2036 ) 5G seunding Reference Signal '?‘j
N crean EEe APPROACH

» Generation of challenging data by generative
adversarial networks and Large Vision Models

» Training with the generated data to improve models
without collecting more real data

University of Stuttgart, IAS August 26 41
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Autonomous System: Digital Twins and Large Language Models
Integration and adaptation of LLM into automation systems

REQUIREMENTS: CORE TECHNOLOGIES:

« Save human efforts in searching, interpreting + Large Language Models

information, and solving tasks. . Digital Twins

» Higher degree of automation requires intelligence . Automation Systems

* Domain Knowledge in Production Technology

Apply the knowledge

learned by LLM to
enable intelligent

automation system.

Knowledge Access &
Interface Access

Intelligent Agents
(Large Language Model)

Mediate Interaction with Physical World

. . i ¢ Interpretin
Interacting with Inforrnat,on models p 4 g
hysical d Service interfaces semantics
sical worl )
P Query +  Reasoning

Control Knowledge
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